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St Vincent’s Secondary School Dundalk

Electronic Communications Policy
Acceptable Use of Social Media, Email and the School VLE Showbie
Student Guidelines

Introduction: Purpose of the policy

St Vincent’s Secondary School recognises the positive role played by electronic
communications in all aspects of life. The purpose of this policy document is to inform all St
Vincent’s Secondary School students of best practice when using Electronic Communications
particularly social media, Email and the School VLE Showbie

Social media are defined as online environments in which content is created consumed
promoted, distributed discovered or shared for purposes that are primarily related to
communities and social activities. Media is characterised by storage and transmission, while
social describes the distinct way that these messages propagate in a one to many or many to
many fashion. Social media include but are not limited to forum and comment spaces on
information based websites, e.g. journal.ie, social networking sites such as Facebook, video
and photo sharing websites such as Flikr and YouTube, weblogs, including corporate and
personal blogs, micro-blogging sites such as twitter, forums and discussion boards such as
Yahoo! Groups or Google Groups or online wikis that allow collaborative information
sharing as Wikipedia.

The school uses office 365 system to allocate a dedicated email address to all students and
staff using the domain name @stv.ie. This provides staff and students electronic mail for
school purposes that is secure and under the control of the Board of Management.

The school has adopted the Virtual Learning Environment (VLE) Showbie to support the
sharing of learning resources which can be accessed from any device at any location.
Showbie also facilitates student to student communications and student teacher
communication for educational purposes.

This Policy has been developed to assist the school community in making ethical and
respectful decisions when using electronic communications systems, and to provide clear
direction on the importance of adhering to the policy which is designed to respect the right to
privacy of members of the school community, the right of members of the school community
to their dignity in school, their right to protect their good name and the right of staff and
management of St Vincent’s Secondary School to protect the good name of the school. The
school community should keep these rights in mind when posting content and sharing content
online.



The Electronic Communications Policy is not intended to prevent staff and students from
engaging in electronic communications via email, social media or Showbie, but is intended to
support the school community in the ethical and respectful use of electronic communication
and to inform the school community as to what is considered by the school to constitute
appropriate and inappropriate use of electronic communication systems such as social media
and email systems and the school VLE Showbie.

The overall aim of this Policy is to provide guidelines to enable students to use social media,
VLE and e-mail safely whilst protecting the integrity and good name of the members of the
school community and the good name of St Vincent’s Secondary School as a school.

This Electronic Communications Policy has been developed following consultation with
Staff, Parents/ Guardians, Students, Senior Management and Board of Management.

Scope of the policy

This policy refers to students’ use of electronic communication systems including but not
limited to, social media, the school VLE Showbie, and school email system Office 365 for
both personal and educational use.

Legal and Policy Basis

Students should be conscious that all information processed and shared electronically must
adhere to legislation in force at the time. Particular attention should be paid to the following
Acts

Data Protection Act 2018 and 2003

Children First Act 2015

Copyright and Related Rights Acts 200, 2004 and 2007
Children First Act 2015

The Child Trafficking and Pornography Acts 1998 and 2004
Defamation Act 2009

Equal Status Act 2000

Prohibition of Incitement to Hatred Act 1989

Video Recordings Act 1989

Students should note that certain additional policies supplement this policy and should be
read in conjunction with this policy

The school’s Code of Behaviour, St Vincent’s Child Safeguarding Statement, Data Protection
Policy, Anti Bullying Policy, Internet Usage Policy, Extracurricular Policy and iPad
Responsible Use Policy for students, Child Protection Policy and the Dignity in the
Workplace Policy.

Electronic Communications

Social and professional electronic communications platforms in use in St Vincent’s
Secondary School include but are not limited to the following:



e Virtual Learning Environments (hereafter named VLE’s), namely Showbie.

e School App, School Website and School Email and School Twitter and Instagram
accounts or any other school social media account.

¢ Video and photo sharing websites such as Flickr, tik tok, and YouTube etc.

e Video conferencing sites such as Zoom.

(This list is not exhaustive)

Social media platforms which are used in relation to school business are under the control of
the Board of Management who has delegated responsibility to the Senior Management Team
to ensure that all reasonable steps are taken to ensure school controlled hardware, software,
apps are set up in such a way as to support school policies with relate to the use of electronic
devices and the use of electronic communications.

Use of Social Media

Social media provides students with enhanced opportunities to learn, engage, communicate
and develop skills that will prepare them for further and higher education and the working
world. While acknowledging the many benefits social media present us with, it is important
that we utilise these technologies and services effectively and flexibly for educational
purposes.

The school may use school controlled social media to promote student achievement

The school may use school controlled social media to promote student led events and
students may under the supervision of a co-ordinating teacher facilitate student use of social
media to promote the event

Students may be given the opportunity to publish reports, work and photographs on school
related social media however personal pupil information other than student name will not be
published.

Students must at all times use social media sites in a responsible manner, having due
regard to the rights and reputation of the school and of others. In particular students
are required to comply with the following rules:

To not post material that could reasonably be deemed threatening, harassing illegal obscene
defamatory or slanderous to any individual or organisation

Students should use strict privacy settings of any app website or device they use and these
should be regularly reviewed. If a social media, app or website profile is linked to a mobile
phone, a student should use the websites/ app privacy settings to ensure that their phone
number is not visible.

Students may not use the school’s name on social media sites or apps other than school
controlled sites without prior permission from a member of senior management.

Students should be aware that the comments and opinions they express online can be copied
and forwarded and are a permanent record online, forming a part of their digital footprint.
Where a student chooses to identify herself on social media as a student of St Vincent’s
Secondary School, she must make it clear that her communications do not represent the
School, its ethos, positions, opinions or views.



Students who participate in and/or post images or videos of themselves or their friends taken
in a school setting without the express permission of the school authority are in serious
breach of this policy and the Code of Behaviour.

Students who share and/or like other students’ posts or posts belonging to other people taken
in a school setting without the express permission of the school authority are in serious
breach of this policy and the Code of Behaviour.

Students who take images or videos or audio recordings of any member of staff and/or post
those images on social media without the express written permission of the member of staff
are in serious breach of this policy and the school Code of Behaviour.

Students who post a disparaging comment about another student or like a disparaging
comment of another student, are in serious breach of this policy, the school Code of
Behaviour, and the school Anti-bullying Policy. The school will investigate any disparaging
posts under the terms of these policies.

Students who comment or post a disparaging comment about a member of staff on social
media which serves to undermine the dignity of that member of staff are in serious breach of
this policy and the school’s Dignity in the Workplace Policy and the school Code of
Behaviour. In any event the school will investigate any disparaging post under the terms of
these policies.

Student personal use of Social Media Apps are strictly prohibited while on school grounds.
Only the use of a VLE (showbie), email and school app are permitted while students are on
the school grounds.

Students should not arrange a face to face meeting with someone they only know social
media.

Finally students must not create, publish, download or communicate material/ content that
could reasonably be regarded as defamatory, inappropriate, discriminatory, offensive, hostile,
pornographic, damaging to the school’s reputation or referring to a third party without their
permission. Uploading, forwarding or linking to the aforementioned content is also equally
unacceptable. Such activity is deemed to be a serious breach of this policy and of the school
Code of Behaviour.

VLE: (Showbie)

Showbie is the school VLE which may be used to support teachers and students with learning
and teaching. Further details of the use of Showbie are available on the school’s Digital
Learning Plan. Teachers may post learning resources such as pdf documents, audio files,
video links and website links to further extend and enhance student learning. Teachers may
use the platform to post assignments and students may upload completed homework on the
platform. Students may also use Showbie to communicate with their teachers by posting a
message either in class discussion or by private messaging the teacher. From time to time
teachers may request that students’ use this feature only if the student has been absent from
school. This feature should not be used to contact teachers outside of school hours. Students



should ensure that their communications are respectfully formal and not casual and that they
show respect for the position of the teacher.

Please note that at time of high traffic on the Showbie platform, notifications may be delayed
by a number of hours and are likely to deliver during the night. Students should turn off
notifications so that they are not disturbed during the night or when not working.

Students should maintain the privacy of the school VLE Showbie and should under no
circumstances give access to students who are not students of St Vincent's Secondary School.
Any breach of this guideline will be deemed to be a serious breach of this policy

It is the students’ responsibility to transfer teacher comments/corrections of work to their own
physical copy of work.

If for whatever reason a student is unable to gain access to Showbie they must report this
difficulty to their teacher immediately or to the senior management team who will restore
their access.

If any student inadvertently shares a code for a Showbie classroom, senior management
should be notified immediately so that they can take steps to secure the Showbie Classroom
or platform.

Students are not permitted to download or otherwise share and distribute resources posted on
Showbie without permission from the teacher. Any breach of this guideline will be deemed a
serious breach of this policy.

The classroom discussion feature on Showbie should be used by students for subject related
discussions only. Under no circumstances should class discussion be used for inappropriate
social interactions with each other. Student discussion should at all times be respectful,
appropriate and related to class work. Serious breaches of this guideline will be investigated
and may be deemed a serious breach of this policy and the school Code of Behaviour.

Students are responsible for what is uploaded and posted from their Showbie account to
Showbie and should therefore never disclose their sign in details and password with another
student. Should they become aware that their sign in details are no longer secure they should
reset their password.

Students may not record or distribute, by means of screen shot or screen record or any other
means whatsoever, any material, learning resources or videos including live video
conferencing video recordings uploaded to Showbie. Any breach of this guideline will be
deemed to be a serious breach of this policy.

Use of Showbie which serves to undermine the rights of members of the school community
or to undermine the right of the school to preserve its good name will be deemed to be a
serious breach of this policy and the school’s Code of Behaviour.

Use of Office 365 Email:

Students are allocated a unique school email account (and password) using the school domain
(@stv.ie in first year for their sole use to communicate electronically to support their
education. This email is accessible online from any device and will serve as their school
email for the duration of their time in school.



They will have an opportunity to change their password and are expected to keep it secure
and confidential. The password should be made up of both letters and numbers and at least
one special character. This is necessary to protect email accounts from being hacked. If the
password is inadvertently shared, please notify a member of Senior Management
immediately to enable the password to be reset.

Students should use their school email account for school related activities only.

Students should abide by the rudiments of email etiquette
e Always use the subject line which gives the reader an idea of the content of the
email
e Never use ALL CAPS in the body of an email (equivalent of shouting in an email)
e Use appropriate salutations such as Dear Sir or Dear Miss, do not address teachers
using laid-back colloquial expressions such as Hey or Hello. The relaxed nature
of our writing should not affect the salutation in an email

While students may have personal email accounts, students should only use their Office 365
email and not personal emails to contact teachers and should never contact teachers from
personal email accounts.

The access rights associated with your office 365 account may be changed or revoked should
your status as a student change/terminate.

Students must not send any material that is illegal, obscene, and defamatory in nature or that
is intended to annoy, intimidate or bully another person. This will be deemed to be a serious
breach of this policy. Students shall report any inappropriate or intimidating use of school
email accounts.

Contacting teachers out-side of school hours using electronic communication systems.

School email and the Showbie messaging systems are the only means of communicating with
teachers outside of school.

Students should keep in mind teachers right to privacy and family time and should only use
these communications systems outside of school hours at agreed times with their teachers but
in any event should never email late at night. It is acknowledged that Showbie notifications
may deliver late at night if the platform is particularly busy however students are advised that
notifications may be turned off to minimise disturbance during the night.

The school will fully endorse and implement any new legislation (on line Safety Act) which
will be published in relation to Social Media Usage and will fully support the work on the
new on line Safety Commissioner when he/she is appointed.

Compliance with Policy

The School does not routinely monitor content posted on social media, content of school
emails, or content posted on the school VLE Showbie, but reserves the right to monitor
intercept and review, without further notice, the postings and activities of students in
connection with social media sites, email and Showbie when there is a reason to believe that



this policy is being breached or where it is deemed necessary by the school for other
legitimate reasons.

The school will operate a notice and take down/delete procedure.

Students should immediately report to the Principal/ Deputy Principals/ Year Heads any
inappropriate, abusive, defamatory or unacceptable online activity concerning the School, its
employees, volunteers, students or other members of the school community. Such reports
will be fully and confidentially investigated, the reported activity will be reviewed and, where
appropriate, the content will be reported using the relevant online reporting mechanisms. It
should be noted that trivial or vexatious reports will not be tolerated.

Breach of the Policy

When the school or the Principal comes aware of a suspected breach of this policy, the school
reserves the right to remove/delete or to require the removal/deletion of any content which
the school deems to be a breach of this policy. In the event where the content is deemed to be
potentially illegal, the school will report such content to the appropriate authorities. The
school will take appropriate disciplinary action using the relevant disciplinary procedures
against any student when an allegation of a breach has been substantiated against them.

Following the completion of an investigation sanctions may be imposed such as verbal
warnings, withdrawal of privileges, including access to electronic communications systems,
participation in a school trip or other school event, or after school detention.

Serious breaches of this policy will be investigated under the terms of this policy and/or other
appropriate policies and may incur a disciplinary sanction including written warnings,
suspension and up to and including expulsion. These sanctions are in line with the code of
behaviour.

This policy was approved by the Board of Management at its meeting on 30th April 2020.
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Mrs Mary Caffrey



